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FIGHTING 
THE 
GHOSTS IN 
THE GLOBAL 
COLD WAR  

The risks are greater than ever before, cybercrime, cyberespionage, ransomware, 
credential harvesting and social engineering are on the incline. While the nature, extent 
and technological sophistication behind data breaches continue to evolve,  what is needed 
is a strategy with multiple layers of security. Knowing who, when and what has been 
accessed by individuals in your organisation and what transactions were undertaken 
enable you to extract, analyze and learn normal user behavior and identify anomalies. It 
also provides the confidence that you are in control of your customer and users data.

Cyber security risks are also growing, both in their prevalence and in their disruptive 
potential. Attacks against businesses have almost doubled in five years, and incidents that 
would once have been considered extraordinary are becoming more and more 
commonplace. 

The financial impact of cyber security breaches is rising, and some of the largest costs in
2017 related to ransomware attacks, which accounted for 64% of all malicious emails. Notable 
examples included the WannaCry attack—which affected approximately 300,000 computers across 
150 countries—and NotPetya, which caused quarterly losses of US$300 million for a number of 
affected businesses. 

Another growing trend is the use of cyberattacks to target critical infrastructure and 
strategic industrial sectors, raising fears that, in a worst-case scenario, attackers could 
trigger a breakdown in the systems that keep societies functioning. 

In February this year the Government’s mandatory data breach disclosure laws came into 
effect. The legislation places a strong responsibility on public and private sector 
organisations to ensure they are aware of data breaches, and that they act on them 
promptly. 
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The bill will have the effect of 
significantly raising the profile of 
data security in most organisations. 
In the modern world nearly all our 
information assets are in electronic 
form, and those assets have 
significant value. 

More and more organisations are 
under pressure to ensure that data 
they hold on behalf of Citizens 
remains safe against a myriad of 
internal and external threats.  

According to the OAIC Notifiable 
Data Breach Quarterly Statistics 
Report 01 April – 30 June 2018, 
reported 243 data breaches. The fact 
is that exploited privileged accounts 
are a common thread in many data 
breaches, regardless of whether 
those accounts were compromised 
by external actors with malicious 
intent or simply abused by insiders.  Industry sectors 

reported 243 
data breaches

59%

36%

5%

Malicious or 
Criminal attack 

Human Error 

System Fault
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WHAT IS THE SOURCE OF 
BREACHES? 

Across all sectors:
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WHY IS IT IMPORTANT

Sometimes privileged 
accounts aren’t even real 
people

Privileged accounts comprise not 
only employees with direct, 
hands-on responsibility for 
system and network 
administration but also vendors, 
contractors, business partners 
and others who have been 
granted privileged access to 
systems within your 
organisation. In many cases, 
privileged accounts aren’t even 
people—they can be applications 
or configuration files 
empowered by hard-coded 
administrative credentials.
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CASE STUDY On the weekend of 11 May 2017, multiple companies and organisations around the 
world were hit by variations of a crypto-ransomware WannaCry. The ransomware 
campaign caused chaos due to its massive distribution, affecting more than 150 
countries and infecting approximately 300,000 systems. 

I remember this event like it was yesterday, it was the Mother’s Day weekend and I 
was due to jump on a flight and spend a weekend away with the girls. I remember 
flicking through all the news channels in disbelief and started to pull together a team 
to initiate our mitigation plan, the weekend with the girls would have to wait.

Citizens all over the world were being confronted with a red screen which presented 
a message at the top ‘Ooops your files have been encrypted’, followed by a screen 
presenting three questions to the user:

1. What happened to my computer?
2. Can I recover my files?
3. How do I pay?

To the average citizen, this was devastating as the social engineering aspect came 
into play, a sense of urgency developed that meant if they didn’t comply in the 
time-frame required files would be lost forever. Companies big and small started to 
embark on a journey to ensure this would not happen to them.
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THE WAKE UP CALL
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THE INFECTION STARTED 
EARLY FRIDAY MORNING 12 

MAY, BY LATE FRIDAY 
EVENING IT HAD TAKEN 

ROOT IN 150 COUNTRIES, 
INCLUDING THE USA AND 

CHINA.
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European Union Agency for Network and Information Security (ENISA) 



Industry sectors 
reported 243 
data breaches
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BUT THAT 
DOESN’T HAPPEN 

IN AUSTRALIA

THE FACTS DON’T LIE
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The Australian Cyber Security Centre (ACSC) Threat Report 2017 stated Cybercrime 
remains a pervasive threat to Australia’s national and economic prosperity, with 
cybercrime expertise improving and tradecraft being adapted to target specific 
businesses. Cybercrime will continue to be an attractive option for criminals due to its 
ability to generate large profits with a low risk of identification and interdiction. Each 
successful compromise encourages further cybercrime activities.

1. Ransomware continues to grow as a method of extorting funds from a wide range
of victims. It is one of the most prevalent financially motivated cybercrime threats
worldwide and is likely to remain so due to its continuing success.

2. Credential-harvesting malware poses an increasing threat to Australians by
facilitating the theft of credentials, such as login details and account numbers.

3. Social engineering is growing in sophistication and is likely to be increasingly
employed by malicious adversaries to disguise their illicit activities as genuine.

4. Adversaries have increased their targeting of trusted third parties, particularly
service providers. These companies are highly attractive targets as they can enable
secondary and tertiary access into a range of primary targets. Some Australian
networks of global service providers have been compromised, and through them, so
have some of their customer’s networks.

5. Cybercriminals continued to seek access to repositories of large amounts of
personally identifiable information (PII) to facilitate financial crimes and identity theft.

6. Security in the Internet of Things (IoT) devices, such as smart phones and tablets, is
not always a top priority during their creation. Their increased integration into the
eco-system introduces significant security risks.

Cybercrime 
will only 
continue to 
grow...
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Cybercrimes continue 
to be costly.

Average annualized cost of 
cybercrime for 56 
organisations in this study 
was $8.9 million per year.

Companies in this study 
experienced 102 successful 
attacks per week and 1.8 
successful attacks per 
company per week.

Last year’s study reported 
72 successful attacks on 
average per week.

$8.9M 102 72

PAM Financial Services Vertical White Paper – August 2017
2012 Cost of Cyber Crime Study: United States - Benchmark Study of U.S. Companies
Ponemon Institute October 2012. 

CASE STUDY
THE COST OF CYBERCRIME
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RISKS COULD HAVE BEEN 
MITIGATED IF THE TOP 4 

STRATEGIES WERE IN 
PLACE. IF MANAGED 

PROPERLY THE 
FINANCIAL DAMAGE 
WOULD HAVE BEEN 

SIGNIFICANTLY LESS!



The ASD has stated that implementing the Top 4 
mitigation strategies will go 85% toward being 
protected but stated that alone, these programs 
‘would not be sufficient to successfully protect 
Australian Government official information’. From a 
business perspective identifying the basic foundation 
building blocks through tools and automation will 
enhance an organisations ability to mature the 
environment from a vulnerable state to a cyber 
resilient state. 

To that end implementing the following tools and 
frameworks will improve the cyber security maturity 
level of an organisation and ensure they maintain 
cyber resilience with the Top 4 mitigation strategies:

Role Based Access Controls (RBAC) provides a 
methodology for regulating an individual user’s 
access to information systems or network resources 
based on their role in an organisation. 

- Reducing cloning dwhen assigning new user access.
Access is based on requirements for the role only.
Mnimises the blanket access given to all users and
reduces the potential for users to gain access to
infomation they have no requirement to view.

- Maximising operational efficiency by offering a
streamlined approach that is logical in definition.
Instead of trying to administer lower-level access
control, all the roles can be aligned with the
organisational structure of the business.

- Improving compliance by enabling companies to
easily meet statutory and regulatory requirements for
privacy and confidentiality for access to data.

Enterprise Single Sign-on (ESSO) when combined with a 
risk management approach and strong risk 
assessment frameworks improves access security and 
mitigates the risk of a breach. Additionally, ESSO has 
the added benefit of being easy to use for the user 
community and also provides a reduction in the 
number of help-desk calls for password resets. 
Improves security due to less user credentials being 
used.

Multi-factor Authentication is the process of identifying 
users by validating two or more “factors,” or 
characteristics that are unique to that user. Common 
implementations of multi-factor authentication 
include the “something you know” factor (i.e. 
password) and “something you have” (i.e. one-time 
passcode sent to your smart phone or provided via a 
token). While authentication is the process by which a 
computer validates the identity of a user (i.e. 
username and password), multi-factor authentication 
adds an additional layer of protection and security 
against one of the most common types of 
breach—compromised credentials. Without the added 
layer of security through multi-factor authentication, 
it is more difficult to truly verify that the user who 
accessed the system is who they say they are because 
passwords are still very easy to guess, crack, or steal. 
Multi-factor authentication is a proven way to lessen 
the likelihood of a data breach via a compromised 
password. 

Privileged Access Manager  Enables an individuals’ 
privileged access to data to be tracked, traced and 
monitored as it passes through an organisations 
digital enterprise providing a constant audit trail. 

It takes 
more than 
the Top 4
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Role Based Access Control

Enterprise Single Sign On

Multi Factor Authentication

Privileged Access Management 

Externally Resilient Cyber Resilient

Vulnerable Internally Resilient

STEPS TO 
PROTECT

THE COST OF NEGLIGENCE IS ACCESS TO THE CROWN JEWELS
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Internally Resilient

Insecure about security
From vulnerable to cyber resilient

Vulnerable zone
If you have been found vulnerable by the 
Australian National Audit Office regarding the Top 
4 mitigating strategies – well you’re not alone. 
Being in the Vulnerable Zone means that you have 
a high-level of exposure and opportunity for 
external attacks and internal breaches and 
disclosure of information have become the norm. 
The road from vulnerable to cyber resilient will 
mean effort, financial investment and the buy-in 
from your senior executives, that’s buy-in, not lip 
service.

Externally Resilient Zone
If you are in the externally resilient zone then you 
have a level of protection from attacks and 
intrusions from external sources, but you still 
have vulnerabilities to breaches and disclosures 
from internal sources. This could mean that you 
open the paper on Monday morning to find that a 
disgruntled employee has identified some of your 
weaknesses to the world, and now find yourself 
scrambling to determine what Privacy Identity 
Information may be at risk, and how you inform 
the owners of that data. Understanding the impact 
both financially and from a customer trust 
perspective will be a challenge. Are you up to it? 
And do you have the plans in place to ride this 
one out?

Internally Resilient Zone
So you think you are safe from your own internal 
machinations, you have a level of protection from 
breaches and disclosures of information from 
internal sources that’s true, but you still have 
vulnerabilities that remain to attacks from 
external sources. The weekend patches you 
decided could wait can wait no more in fact it may 
be too late. Buckle up you’re in for one hell of a 
ride.

Cyber Resilient Zone
If you are in this zone you have a high-level of 
protection from external attacks and internal 
breaches and disclosures of information. Don’t be 
complacent, it takes discipline and diligence as 
well as a great deal of executive buy-in to 
maintain this. You can quickly fall back into any of 
the other zones if your executive think that your 
work is done here. Education and communication  
at this point is key, it’s time to recommence your 
security awareness training! Your executive 
reports need to be redistributed to any new 
executive, start your executive one-on-one 
discussions again and don’t take no for an 
answer.
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• The increased risk of  breaches and
incidents of  insider threats.

• The need to prevent, isolate and limit
malware attacks that leverage privileged
accounts.

• An increase of  operational efficiency and
reducing the administrative burden
associated with the administration of  access.

• Regulations and failed audits, the Australian
National Audit Office auditors are paying
closer attention to privileged accounts.

• The need to grant privileged access to third
parties: contractors, vendors and service
provider technicians continues to provide
challenges.

To this end, Access Management tools could 
reduce the impact organisations face with 
respect to the threat of the trusted insider 

- Preventing unauthorised access is the first step
– limiting privileged escalation - once
attackers are inside they will often try to
elevate their privileges so they can issue
commands and gain access to whatever
resources they require.

- Investigation and lateral movement - attackers
rarely land in the exact spot where the data
they are seeking resides, so they will
investigate and move around the network in
order to locate the crown jewels which is their
ultimate goal.

- Monitoring, recording and auditing activity -

whether it’s a careless trusted insider whose 
access has been cloned on another staff 
member  that finds themselves in the wrong 
area or an attacker with malicious intent, 
there’s a good likelihood that users will gain 
access they shouldn’t have at some point. 
The challenge is to improve the visibility and 
forensics around user activity within 
sensitive systems.

People have to 
trust that their 
privacy and data 
is protected

THE DRIVERS

Internally Resilient
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There is a need to change our 
mindset, the drivers have never 
been clearer:



LEADERSHIP IN SECURITY DESIGN

Security should be designed in from the start, adding security in at the last minute to tick a box demonstrates a lack of 
maturity and understanding of how cyber security can be used as an enabler to the business. Talking about resilience is a 
sophisticated conversation, it means that your leaders know and understand the importance of achieving cyber resilience. 
Leadership will play a pivotal role in securing resilience. There is a clear difference in being cyber secure and being cyber 
resilient. Being cyber secure is a point in time assessment and it can change so quickly, being cyber resilient takes leadership 
and investment in cyber security.

IT’S EVERYONE’S RESPONSIBILITY
To be cyber resilient means that the leaders of an organisation 
have maintained, nurtured, updated and invested in a cyber 
security strategy that is well known to the organisation, 
particularly its Senior Executive cohort and is demonstrated 
daily by its organisations security culture and finally is 
embedded in the organisations Business plan. In recent times 
providers have learned how to build secure and resilient digital 
networks and have done so in an environment where every 
device is connected by default. This rapid pace of 
interconnected devices and digital transformations and cloud 
everything will require the contribution of forward thinking 
leaders who step up to the challenges and embrace the risk 
management and governance that cyber security demands.
The overall goal is to make it easier for people to do the 
“right” thing with respect to security and harder to do the 
“wrong” thing, motivate people to use good secure behaviours. 
All Government agencies and service providers understand the 
enormous responsibility bestowed upon them when they agree 
to the Stewardship of an entities critical systems, application 
data and the Citizens data within that digital 

environment. Ensuring that the Citizen is at the center of any 
decision where their data may be utilised will continue to 
provide the strong foundations of trust and confidence.

- Confidentiality—privacy of information remains secure and limited
to only those who need access to the data to do their job, access is
authorised based upon role.

- Integrity—assurance that information or computing processes have
not been tampered with or destroyed. In the case of critical
infrastructures, legacy applications and appliances that may be end
of life software where updates are not available leads to loss of data
integrity or worst-case, that of human losses.

- Availability— Governance, compliance and controls are in place to
ensure that information and services are available and can be relied
upon when needed. Failure to implement controls could lead to cyber
security events which shut down websites, and cause interruption to
services and loss of availability.
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COMPLIANT

ASSURANCE SECURE

CONFIDENCEINTEGRITY

AVAILABILITY

 In Australia, the Australian Cyber 
Security Centre (ACSC) determined that:

• 33 percent of business experienced a 
cybercrime, which equates to 693,053
businesses.

• Only 11,703 reported the incident with the
average cost to a business in the order of
$276,323.

• 60 percent of all targeted attacks hit small
and medium businesses.

• All of this causing great disruption, loss of
information, revenue and productivity.
Decreasing consumer confidence and
trust.
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“The business 
imperative” – a security 
breach comes with high 
visibility... 

Do you want to have 
your name in lights 
for all the wrong 
reasons? 
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Internally Resilient

CONCLUSION  

Implementing some basic governance 
at the policy and design stage can 
prevent and reduce the likeliness of 
the trusted insiders being in the wrong 
place at the wrong time.

As the role of insiders, compromised 
accounts and credentials in security 
incidents have become clear, regulatory 
bodies and auditors have focused 
added attention on the controls and 
processes that organisations must 
implement to mitigate these risks.

Tools such as Access Management 
reduces the burden of audit 
requirements by recording all individual 
user access,

Senior executives should have a good 
understanding of cyber resilience and 
should be provided with cyber 
resilience orientation when they first 
join an 

organisation. Executives will need to 
develop a good understanding about 
cyber security in order to understand 
how to manage the many cyber security 
challenges within their organisation.

Some questions for your 
executive 

• Do your new executives receive cyber
security training in their orientation
program?

• Do they understand their
accountabilities and responsibilities for
managing a cyber security
environment?

• Do they understand the organisations'
risk appetite and their current cyber
security posture?

• What percentage of the annual
operating expenditure is spent on cyber
resilience?

• Is there a dedicated cyber resilience
budget and who owns it? 16
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Beyond individual organisations, cyber risk is a systemic challenge and cyber resilience a 
public good. Every organization acts as a steward of information they manage on behalf 
of others. And every organisation contributes to the resilience of not just their 
immediate customers, partners and suppliers but also the overall shared digital 
environment. 
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